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n The bigger picture
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n Futures
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GLOBUS Project

n Enable the construction of networked
virtual computers

n Authentication
èGram_client

èGatekeeper
» Controlled by local site

n A user has a globusid, and local
accounts/username etc.

n Mutual authentication
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SSLeay

n SSLeay -0.8.1

n Eric A. Young - Australia

n SSLv3
èMutual Authentication

èX509

èEncrypted streams

èMultiple hashes, encryption, authentication
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GSSAPI_SSLEAY

n GSSAPI for security

n IETF Draft C bindings
è"Generic Security Service API Version 2 :

C-bindings", John Wray, 11/24/1997.

n Partially implementation of draft
èNo gss_wrap, gss_unwrap
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X509_USER_KEY

-----BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,50E478A89A4D3CAB

QgPYlNdJGqk6zzyGKVKasdfjlsdfDZ:LJrsgfjsonmzEZvFvzO9KjzlHLxu9w3vH-----END RSA PRIVATE KEY-----
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X509_USER_CERT

-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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Readable User Certificate

Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number: 1 (0x1)
        Signature Algorithm: md5WithRSAEncryption
        Issuer: C=US, O=Globus, CN=Globus Certification Authority
        Validity
            Not Before: Jan 23 20:18:11 1998 GMT
            Not After : Jan 23 20:18:11 1999 GMT
        Subject: C=US, O=Globus, CN=dengert
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
            RSA Public Key: (1024 bit)
                Modulus (1024 bit):
                    00:c6:94:72:9b:b0:bb:4d:37:0c:37:5b:9c:73:b6:
                    6c:df:0e:5c:38:0e:5d:ed:1a:bb:8d:dd:a8:69:6b:
                    5c:c5:fc:8f:f9:ec:10:7d:9c:f5:05:1b:c8:bd:32:
                    e0:e9:28:6e:2e:ce:26:2b:cf:4b:3c:0f:73:b5:66:
                    e6:b1:dd:a2:0d:0a:28:76:2a:e8:8c:5a:86:c8:0e:
                    a6:ae:a9:8b:96:8a:ca:bb:c0:3b:92:dd:4d:79:dd:
                    08:95:77:77:7f:e1:2d:b0:c7:bd:48:23:b9:3e:4e:
                    27:d6:ab:72:f8:34:7b:d6:6a:78:0f:18:d6:06:62:
                    dd:30:11:8f:bc:3c:aa:89:8d
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            Netscape Cert Type:
                ...@
    Signature Algorithm: md5WithRSAEncryption
        94:21:24:16:61:2e:fa:5e:65:dd:46:8d:22:28:c9:63:d4:5e:
        db:04:cc:de:ea:cb:d8:cf:92:76:98:a5:e8:c3:08:4b:03:95:
        b6:e7:f2:ec:73:db:13:dc:d3:e8:2a:c6:23:5b:6b:0d:3b:41:
        85:14:4f:97:34:bd:0e:82:e7:fc:9d:39:fd:86:b4:72:1c:48:
        c8:72:97:d4:d9:69:cb:9e:dd:c9:a2:5b:9e:c7:10:7f:aa:1f:
        bd:fd:cd:92:81:04:44:35:4c:47:9a:34:ff:7d:80:32:c4:58:
        58:04:85:b4:90:49:a2:f9:a0:26:76:19:f7:27:7c:06:39:7d:
        1e:8d
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X509_USER_PROXY

-----BEGIN CERTIFICATE----------END CERTIFICATE-----
-----BEGIN RSA PRIVATE KEY-----
MIIBOwIBAAJBAMvW9fPaBYDf0ziBPyqujqzN7qg/prU2bW+Fhye3/uDFV/iOhxuI
XgedXpGBAXIAyM1idextX6vCqvbsCNHsi7kCAwEAAQJAQIxMjDChB4NZLo53AzwN
gBkiFvM5Bi87DlKZTvGL637hMD9C6a2WJuYTf67DS54E2Q26P+pCpjn75hhexzF3
ZQIhAPnSRDeXnMnWe6wfn5GTgcLXve/d0MxnZchkD2JvBLDTAiEA0OGQM7MJMtu6
zRrf6Fu17FNJhTwpG366F06nvohN2cMCIQDfzhd/FjxINfYlhU8Ww+cD/vMR6M4d
0KPGmp2NuZeiMQIgZriWdqYz/tvJ6HWv6Q+4zmhC/o+QU6Ill7KpkWxshIsCIQDr
H9xs4yReRjcGQFioj7fS0MmVQcEZ7Z1oUPt9EEwzEg==
-----END RSA PRIVATE KEY-----
-----BEGIN CERTIFICATE----------END CERTIFICATE-----



11

Proxy Certificate

Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number: 1 (0x1)
        Signature Algorithm: md5WithRSAEncryption
        Issuer: C=US, O=Globus, CN=dengert
        Validity
            Not Before: Mar 16 19:33:14 1998 GMT
            Not After : Mar 17 03:33:14 1998 GMT
        Subject: C=US, O=Globus, CN=dengert, CN=proxy
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
            RSA Public Key: (512 bit)
                Modulus (512 bit):
                    00:cb:d6:f5:f3:da:05:80:df:d3:38:81:3f:2a:ae:
                    8e:ac:cd:ee:a8:3f:a6:b5:36:6d:6f:85:87:27:b7:
                    fe:e0:c5:57:f8:8e:87:1b:88:5e:07:9d:5e:91:81:
                    01:72:00:c8:cd:62:75:ec:6d:5f:ab:c2:aa:f6:ec:
                    08:d1:ec:8b:b9
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            Netscape Cert Type: 
                ...@
    Signature Algorithm: md5WithRSAEncryption
        35:b7:23:ab:ae:b0:cc:40:c4:2e:a1:58:0d:ca:c0:a9:7e:92:
        80:91:c2:a3:94:e7:32:a2:01:db:99:fa:63:66:7a:4a:99:98:
        fb:24:65:36:9c:6b:ad:8d:10:98:1d:83:f9:ce:0c:ca:2b:68:
        ea:8a:44:37:e2:c3:cb:88:95:35:21:0b:e8:75:8d:6f:0f:b4:
        1c:f5:29:95:a8:b0:4d:99:df:3b:e9:43:76:aa:5a:71:b3:4f:
        85:f5:f4:77:1c:25:87:b1:6f:97:6f:13:18:dd:0b:70:4a:6c:
        d3:27:37:63:4b:d3:cf:ae:81:0a:75:a9:38:02:23:f8:d4:04:
        8d:55
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GSSAPI_SSLEAY-proxy
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Local Site Authentication
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Kerberos Basics
 Key Distribution Center KDC or DCE Security Server
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K5 KDC with DCE
    K5 KDC      DCE Security Server
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SSL to Get K5 TGT
    SSLK5D      DCE Security Server
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Futures

n X509 extensions

n limit proxy levels

n Limit usability

n Multiple CA

n Better Certificate chain processing

n Browser usage?

n CRLs
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The End


